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L:ylej\j)lmwlréwbm\)JQS&&LJL@;—\J&AaUANC,;-LMaUAN

ro _  rAD? ) (¢
T 511+1014
L Sl S 2K Dol 555 5 3AD = 25m- ) Ska
o _ w252 1 (o

T sira0® | 2601l
s Jloz| O‘i‘(‘?“fl’-g‘ sy lae 55, L;)lfjf)ﬁljsqjg Sopl aen 3l S

m#252 1

= = ( 1
5.11610%40.03  7.8+10%

Slol IS SO 5L sl 5l s oS et IS &S ol ol Sl &S
RPN T B RPN PP TN JOUNPURPRNT - SN P ] ICTSUVIPURCIN-A BV S PPC GO

LS oS8 ple LS

Sl S A g
<=L3i.ev\;;§y)w)>(l(c) @:MJ:S;QJ:J)SLMM.UJSL@AJL}))\JQ

JL&U(C,_g}u_AJLlSQl.LE.emv)JL.L&walﬁc.)uﬁfwmd\o)ram JL.«:)(}
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4y

Sl S Ie 1S Sl s i (5l Ol IS (sl S 51l s 1S
| (Scott & Denning, 2003) 4 jea Jdo Ol 5o & LAl &S Je o) . (Liao & Chao, 2008) 3 5.5 .
S0, 31 S sl gl 5 Ol (K 50, p-%)}ij‘ Sele G505 6l 35 0 5L of
515k 6 505 35ms Joe oyl ees JISE 55 Lol S s eslind Ol
S e 5 Oolie A5 (65 5n5 sl S L anglin s el Bd e 0
o3l (LSS50, 855 ol 1 aS (53,0l slaasl 53 VU lalows Ol 55 4
[(Lisonik & Drahansky, 2008) 4.5 .
Sl S35 = o pll e ST fas 53 po et AIS ks S o
S L (o505 gl S Gas 2 S a0 Sl @ papee WS L 6,5,
s~ 32> JJS . (RSA Laboratories, 2000) 3 3% rlqdl S e (o 4 358
Sy e g 5 35k b ol en dli 25 Slea IS e ls a3 Ll
ey A Gl Ko o | 13l el g oS (G55 S 05 S 31
A5 o ol ot olSais 53 puast WIS 350 S gk Gy b 51 L 0l eys3
S TRMS 53755555 55le o3 b JAR 53 b (g3l 6y ST 3 b
LIS (g3 o3 4 o LEIJAR 55 |6 (g5l 6,05 . (Rice & Zhu, 2009) 55
3 S Al a S gla LB LS )3 JAR (65 58 asb L s o g
5l 53 MIDP e 25 3l o3lisd 4 o )LEIRMS 3 3,585 (53l 055 553
a3l aS Wl s (soh Gl sla sl <lisbe . (Giguere, 2004) 5,03 ¢ J2ME
bl s sl o 51 sla b Sl s 5IAR (sla il aie S =) s

1 - Java ARchive

2 - Record Stored

3 - Record Management System

4 - Mobile Information Device Profile
5 - Java 2 Mobile Edition

6 - Decompile



el G (s il ol Al WBRMS ) ol 4y 555 slaesls s dleay
Gl o3l ol e als oK 4 4S5 S eslatad MIDP 2.0 UGl 51 0155 o 2o
S Sy ol s das e AR la LU (555 » el sl s (glasl
S0l e Gasb ol ) 5 o3 Bl Dl yme da & 3B JAR LG L s 4 penS

(Loetal, 2008)> 51 fas 4 5, sl | ola 30 S0
SR P LAl 5 o el Gl p gla st St 05 S Bl gl syl )
5,5 eslanal (PIN) oy G 5 Ol o o558 O oy 3 CK*'“ 33 o2 IS
e by oS ey w ) S b axrl e Dy s 534S sl (530, Pin
o s sl oot g es S bl LS 5a) (60,508 el al gl ctnd s
LS ol e w;jf NECE Sy g Olse O, X sls C)Ua\ ol ) (sl:.i oS
el Ol Jlsl 18 Aild I a (S5 anrl e 4S5 50 53 050 e 0,503
e Ly s iy Jlsl e (el JUS G G b S5l ciandsn r sie 0 e
S0 = oo ol A5 S S 5 b0kes Ll o s o Jol3 b g 5o ) (4B
S gt 0 LS s Ll g 3 pd e 0 d S el en S oS
2 e ol s Bl Sl ol Ik b sl (S 5 K15 e o0l

Al e S ey IS Ol g @ Pin 3l eslinad o pa
a0 3Bl i Gl Sl el ade Gl Sl s ol e o
iy o) ol el eslizad ¢ (Jablon, 1996) L €5l O skl L 55 & T SPEKE

S 3l osliad Uy ol B JBS S Gy b 5 i S ol 5 S ksl (6

1 - Man-in-the-middle
2 - Simple password exponential key exchange method
3 - D.P.Jablon
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sl e eslg by sl o3ls s Ao Sy 3 LSS Os 5 6l 5,

Pl 93 bl el 35 0 Usls Jue Oles gy ol ol

T B O UL R U PR NPCIPP

plril 4 536 bl & g0 4 SPEKE Jute Lol ol el las o dha &

Al e IS

S S () &0 S sl eda 35 (8) <ol 4l Slus sl eslaal (gloes SPEKE 5 o

g g o3lial (AS o eslel Sl 015 gl a0l S @ | (Pin) e,

I3l ad> o @S C3d SPEKE 5115 Sop s o o ST S o (25 a5 5b0kes

il 3 e ES A A5 gl el il e pela s ) S s T S WS

:w‘&scﬁgﬁ)jﬁ‘

ooa (B3 0, S (sla ey = ¥ (s0,kedd g

pin b o sl ek Gl e,
p Sopdslsae K
f(pin) LS o b eda 3 0l Csle Jlaie 4 |, Pin &S ol
Ra.Rp b Lan g el bl sl sl
Qa.Qs b Ly ol Jla) 5 e ples pslie
H(m) (Hash) 5L o5 &b
Ke S A5 et S

{,.L“))_Q\ L)—i‘ obl_w Cj_la DL &;»w‘ ol eJ‘b uL:,.: (Y) L_Sb)l.q.«:f ‘-}ga;/ DL 45)).14@)“

GUy%l@.w\jgww@jélﬂrkjsdawA{k&‘(cﬂﬁ&-&aﬁd}-’q)

38 68 il s STE an Sle s e adas 3 Ol e 3 USE 4 e f i

1 - Dictionary attack
2 - Diffie-Hellman

:(Hallsteinsen et al.,, 2007)

-g = f (pin) = hash(pin)? (v




Sk 33 9 o §

W ge sla el S (b3 Al e 3l s 5 5 S A5 (sl elyl O eslal 1
MJ.;JS‘) AD ) Wlﬁ a:j.\z-.a ‘&.p‘]”" u-’]c/djl’ ol Gj'.sjlﬁj.;}.i)[.;.d J.AL:-’.L:LS
J_gojwuJﬁ&eblﬁ&ﬂjbﬁ)J@U&@bi%}b&ié@‘ﬁ&@(l{c)
.J.;:L;ﬁ.g;;Lia\a);@sj\g&gwdﬁwmmdyp@s@;

oS s d s s s e Jols glad ny s 4 sl gladle s
SHA-3 atlws 315 sl L5 5 Sl anly all el g el 4 5L Gl
Sl aS sy S a Al s slgide VLl sls (6148 Ol ) NIST Lo 5 a8 AL s
o SO asdm 5l dm s 5l aibles sl 5o 55 oLl gl sde 0 Lol o
ol 51 Tade 0 XNl s s ol el sue 1 4 s e s LS o)
A Ol el Olge 4wl 5

t A

Alige Bab

Select prima |,
rumber (R} |

o= flpin}
Q,=0"R, med p
0.0,
[ setoct prime [,
number (R}
= fipin)
QyogRymod p
- {24}
K =hiQ,*R, mod pjl—> Ke=ht0, Rymad pf—)
Authenticatic i
P} -
verity hih(K ) —
.- hiKek

vty hike)  —

SPEKE s i udS 4 5 Sequence Diagram — ¥ (go,led S

1 - National Institutes for Standards and Technology
2 - Blake,Grostl, JH,Keccak and Skein
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\ay

A Aol &S Col il 5l G BLAKE Sl oA S C\js o3l gl s Jls Ola s
=S 5 O g el esLixul ARX sl > b @U ol sl gl b s syl bl
oslw Jlowle (mod 27)  (glabey s ol pslie b o gl 25 > (A XOR
. (Dunkelman & Khovratovich, 2011) ewl ol eslitul (LSl o

BLAKE-224, BLAKE-256, BLAKE-384 : 15l o 5lusdSor bl 3l (sosl 5l BLAKE
p33 ad e 53 s o led |y il ool IS Slasiis (V) (gosled J 5o BLAKE-512 5
«S 35 (BLAKE-512) = \¢ 5 (BLAKE-256) oYY Jde 53 Lald o3l il ol SHA2 ailows
Ak s s G5 s SSUS adsl pslie s LT ol

(Aumasson et al,, 2010) (<o 4 bejlil) BLAKE jlu 0uSor ml 5 L Sns- ¥ goles Jyu

Algorithm Word Message Block Digest Salt
BLAKE-224 32 <2% 512 224 128
BLAKE-256 32 <2 512 256 128
BLAKE-384 64 < 1024 384 256
BLAKE-512 64 <2 1024 512 256

S HATFA o255 S0 53 el 43 )84 1S5 (555 5 BLAKE jlaedSor s

(R @U Kb <=LM SO (g3l es 23 (6l s i(Biham & Dunkelman, 2006) LS .

Loy shioed sd S jasiie &5 wodijlod 5 TSl 4 ol el Sl oS 0
AL el e a5 el 0 S

5348 s5b0kes 5 Sl el 03 5 &)l 4 LAKE &6 51 BLAKE Lo 03,03 &b kb

5 S aadyl e 51 S s sy SOl et sl il (V) (opled Jgis

S 5 el e L CL) Al e a3 Sl fal e 35500 a5l a5 s i sle

1 - Padding

2 - Truncated output

3 - Iteration mode

4 - Salt: A value that parametrizes the function, and can be either public or secret.
5 - Round



local wide-pipe > ,—aly 5l .55 5 3 s Glms o, oeiy 4 U ol a:J..':éj_&T)zj:jJ&

.(Aumasson et al,, 2010) 5 35 o o byl

_ | initialization rounds finalization next
chain value ——-fl —chain value
| ] I T 1

salt  counter message  chain value salt

BLAKE (Aumasson et al,, 2010) 3l o3 b @Ls ,» local wide-pipe bsle - ¥ go,led K&

555 S ChaCha (gldlss ey 3l aBl ux Ll i G BLAKE-256 b sl K
Pl o3 T s e glls @U ol AL e ol SalSa e, 5l la S

Zfb.la (]

fv:.i‘)jij\ ‘-;/JL\N o

u@bé)baJ&Jaﬁcl;u\ o
I&‘)LS L4

(ol Blisin a5 Sol3le S (Solw esly 5o op Jes Ce w0

‘6)bﬁ‘g:,.‘>=~u L;)'Lpa)\.::

‘V.:Ja.u”J.:GLSLA))JJ‘M&kﬂébﬁ)&&ﬂwwﬁuu@;bb o

{(ChaCha) o ,l5 5 ol i 5 4525 i) 5 2 ©
092 23 Sy snges S Jlie 2 pslis o
(i JUE e Llis 3 pslie 0

A @l 5 b (Faster Diffusion) e Sy G 6l S SalSa (o K5e, @2y Sl gl sS -
(Bernstein, 2008)
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cu‘r.:.l)j_ﬁ\d\j_g-\\;&ﬂj‘_;jbulﬁ.;Jba}jy)js.hél.l\y@o_-}:l{

ssbolan Ll o i S LA 5s (ool Jde 5ol 0l S =6 Olss « BLAKE-256
@LLJ_\sk;a.\.:jj:‘)L;':C_'YO-\(%a%&cuuﬂ‘c“@ﬁﬁwd\&‘)éﬂs
L)—i‘ L;“»budl_uf&.ﬂ_b;uob_‘wﬁ 6@0&‘;«: 6});:&))@\ U{‘ LS‘)LN eJL:.i)\ J«é\}

W3S Aal S s g0 e 4 S i 534S 03 a5 S

25 30,/ 05 J95b

s a5 LS L 148 4 b sl e L3 (L5, o, S
Ol 4 Gladls (L 50, .S 1) e YL (6550 5 akadls essls ) Gl;,a
5 6 Ple 5 silaesly 53 2L s a4 o)l en Ol LIS (K5, gla s 5 S
eSTREAM o} 5 ¢ 5,5 slzl | SO 5 g5 ol Sl s et Dldes 2l s
OLL < eSTREAM Slislas Yo oA L5110 53 .ds § )15 a5 3550 Sl Yoo Jlo o
(S. Babbage, C. Canniére, A. Canteaut, C. Cid, H. Gilbert, T. L4 Ji)lj-f ol s A
HC-128 (Wu, «]Johansson, M. Parker, B. Preneel, V. Rijmen, and M. Robshaw, 2008)
SOSEMANUK Salsa20/12 (Bernstein, 2005) (Rabbit (Boesgaard et al, 2005) 2005)
AL Vel S e (G055 26 Cd Ol g 4 (Berbain etal,, 2005)

S Olge g Yoo Jl ys opleti sy Ll Law g oS Sl (5l4LSs e, S Salasa20
o) 3 60530 5 A g1l ans s Sy s - Jlae STREAM o5 (sladu kS
Ll b e e oLl 6l |, Salsa20/12, Salsa20/8 L;uru a“ r“-i))—<“
L5355 eSTREAM (5655 35 sy SLLL Ol gie 4 Lol 4 ST (Bernstein, 2005)

Olgme 4 4S5 sbay (S Japvd:ﬁY‘Y SldS (g5, Salsa20 (glallss 5s,

JLSS sde Olpe VW Jlie G, By )R = (R 20 YOS G (605,05

1 - Daniel Bernstein
2 - 32-bit words



J_:.S)S = 0)Y L slanl s 5l ng_wu<_; K} .\..Z:LL;cL" = (vo, V1) GSPPW-IY \me
SO0 sds S Olge 4 45 L e Salsa20 mU s SYWlpy LS e
= Cu ﬁ‘ J_.Z:LL;c i &t Sde L' L;;Ua{‘ = (to, t1) L;."'.‘."-\i b-\..?)l.a-\: p<;" E) (dfm

hled o Jos Lledd i g 5 K3 4 85 2 VY Slds 4 x4 G Sl S s

Xo X1 X2 X3 e ko ki ks

X X5 xg X7 ) _[ks 1 Ve vy

= Xg  Xo Xio X11 | |ty t; c kg ’ (A
X1z Xz Xig Mg ke ke ki; o3

25 e YU s el T Sl e Al e (V) dsdr ilae U slieiCy” polie
53 e YO LS gl b o VYA oK s 31l e o YOU b L S 5,4

A sl ko= kK" e b e b

SalSa20 —ubi pslas — ¥ gojled Jyi>

Round Fo Fy F, Fs

Co | 61707865 | 73726966 | 61636573 | 72696874 | 72756166
C; | 3320646E | 6d755274 | 7552646e | 6d755264 | 75526874
C, | 79622D32 | 30326162 | 3261626d | 30326162 | 3261626d
C; | 6B206574 | 636f6c62 | 6f6c6230 | 636f6c62 | 6166230

SO s e a3 S 0 AS Jsb Ol e 4y YO 0505 S5 S Jsb S

g o 2 5 e wZ S S L

z=x+x2 O

Round ~ .A2L e Salsa p-’%)}i-” S bl s Round &b ol 3 <XT'= Round" (X)
.J\_;_Td» Cowdds L g3 o ol 35 Quarterround function a5 5 e o Lailg, Wlal o
Lﬁ:)stﬁ_»': uL—wL}M LB_.'.J‘b _(ZO:Z_[: 22123) M(Xo,xl,XZ,Xg) )\.}ﬂ dlﬁ:\;\ )‘ CU w\

7 =x; @B [(x3+x0) <<= 7]

1 - Nonce
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7, = Xy B [(xg + 7;) <<= 9]

)
2, =x. Bz +2) -
)

Zn =% B [(z, + 2z,

L &
\“j Symmemane Light
P o Cpainge -> S g oo Pttty
Al
4 $ T ’H\\ . - =
s sk { ! Hash 8
........... 7 Cotarotwerk < Funstion Pciersr
A \ ot Y
- ) —— D i Y
A/ L Y o
Taelon | [ Locason o
............... ’
el T
Sande Recigver
P o &
ol wyobgs Pl Jodk

\ U, .. .. N WP .
chﬁ.Q_:.xﬂLq-)gL_:ALa.:d_bu))_thwMjﬁWJJckﬁ&uy))\m
@}aﬁ@\}wc.&:&f.&)ﬁé‘f.cMcb@w\jLﬂrﬁjbdubwj‘asu}M\l{€Lﬁ:aJ&
w@}:&‘ﬁfks‘:OMJSWJJQ)%‘L@‘ﬁéjW.JJﬁJdM\OMﬁ)?E&L@‘
03 3d e pand 4 L3 Gl sl 6l S A 8 Sl s L as S s sl Il
c,_ﬁ\'\J_il{J_JLIJEJs)ydﬁ%e;).kwjfk;ﬁr?a(_}}fﬁ\‘f\u\wdu,f}ﬁ)
D4 .Lh‘f [ BoS) rlﬁ mJu'l.au_;L: B Hash )‘.LL:
J,:.LS C(fﬁaﬂ‘j&&)‘éﬁ@Q)}?b&%\ﬁ)@d)b‘bbé&ﬁ“ﬂ)i
M’é‘ﬁ@d}f)}))ﬁﬁ&%f)?%}b“@jj‘;.!'L«:S/JA)WL.AAD
LQL.@,.;\)\ ol C‘N‘)lml.:ou\,& wbu ol L;Llfjﬂ) {rL:z oJ&T:J&u c\:u C,.:.xﬂb-

Q)},\owlﬂ.&ﬁ)mﬁdxﬁbﬁ»?lﬁﬁl{ Qb&ﬁ;ﬁﬁﬁl.sﬁdawlﬁ&ég): flﬁ

1 - Message integrity



\)L;l_w)‘aujs‘a\.ﬁ)b;-b(0>6a)w&£&:J_)gt;adl.w)‘rlﬁamjﬁm&brbﬁ

= 256bit — == 8bit =
‘ Encrypted(plain text) { Hash(plain text| | AD) ‘ AD ‘
Cipher message ‘
e.\-i}n) 3\3_’5 r\.ﬁ’)\;"’b— 0 deJLa.:a JSJ
Sl odly

(3l 0dSr) S 203 5 K50, e J3le 53 (algiig Jbe LI 5t &
kol 5ol B Sl s e 0 diS G e 1 iy (e lad 53l Ol 5o &S
Lol yar s (glagitomn 53 5800 g, S (sl 2) Oleg 5 0l (63l o3y kil oo
el 43 S 15 Some 5 Ghalsl 5550 YU 5 L ge (oS bl 5 351 slas LB
5 2LiS 50, 1SS 50, sl s LIS s sl (g5luosly 5 (b s
il o eslizal b3 = 8 sl S s 5l (gl o ﬁ);ﬂ e
S50 = B e glacd ool sk 4 608 Ll (g5l Benchmark e
oS gl Oy aslons pizman 5 ol Jsb Sl B L e, ST
Obsee ol yan (slaolSans g5l 55
= Y0 LS J b L Salsa20 V.:i,)ij\ LS e, /K5, &l5 sl Salsa e
Al
5ol5ds Jsb Lply OF (3555 45 o5 BLAKE-256 Lo oS b (551~ Blake o
A3l e S YOU b 4 ol 0dSr OF s =
3L gl | cmd Sl sl glal 0l sl 4 (5 1,8 Ll
Vol s edd esls 13 b8 i e sl e el b cile ply sladsb
(a.,\_:«d_;bpduwewiwg);xéuwgwjhb(ﬁl{y

Ao g e ael gl cu sl 05 YU ke 4 Sl stes 4 MIDlet ow ws
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vy

el els |l slacins slas S|l e NECI sl Ol Jels S S s
elwéuali:_waﬁ>)le.LJ|>6dewu@uglf@up
ods il Oleje sob an wl Lo gl >l e LB L Lle S e 1515
ol 5l D3 e s by s gl b s S Sosbas s e

3g dale a3 5l s 5 YU Sl sdel cwds sladbey asb

e @ Sun

Tl
Welcome

0
8o

Humber of Try:
5000

Select Algorithm :
JOL-Ee ]
Oblake
Select Size :
Fig4
Fi12g
Fiaz2
s
Fisz0
Fisg4

445

512

1024

i

ket " ok

==
A 4

1 2 asc 3 oer
Jem 5 x b mno
7 rars B Q wxvz

* - 0 H-+

e J
SHIFT SPACE ‘
)

d.\ﬂdhﬂ)ﬂ' &‘Jtsk:n—vsks‘ﬁ ™ .L_J_,S MUﬁ 6ﬁ)\s .h.wb‘h._.?u —.\‘se)udg.i

5 50 w58 55 e Sl DGl 0 s (63,08 asl  ped 3
Silesl 355 oS Glaply Jsb S oo &) )8 Ll G 3 1) g3le s oy S
Dol 5l S 6quﬁ~ S 2 J':.ibﬂ Llg5 o 8 sy Sl Oy g0
s plondl ol Y YAS S
560, slapn, s e 5 aLLS s [ shite w0 odd g 15l S

r;_.ﬁ.:,»jé)lj-_%\q,:}_w L;l_avfj{jb.a\f;.a d;)faK;MMo RS ™ S SE



o o saol&aus 31 sy b sls Clnl GlaelKans s 8 s Cilite Jole
L YU adasls 5wty a3l L e 015 slaolKans 51 il o ol |
(Sl o SUGL BBl by cad 01550l slai gl

laolKius oy plava glaasl gl >l LB oy S nio ol aen 55 Ll
el oS oy e IASSL s SIS o3l gl adsl by S s

adail> i oS g5la V.A)sj&u,fy)/djgiy) Sldes a8 sls QLIS @L..s
Lol JoB 4l Sl a8 Sl olba0le) 53 S oo dshdie 552 w0 1y B5ls 5 0L 5
5035 Ll [ e ploil s il 5 il Bl L sbaelSaus Lo il o
s ol ) Sllee o

S g3l 203 5 LS 505 sl 38 s Sl gL S (o ol
osliwl SHA-L 5 AES Jsle (slann; 5S31 51l sS oly (5050, sladite ST 5L 0
53 o oslital (glauS Lol 3 o b &5 ol 53 2ME 3 ol sl US oS S s
03 = 5 et (g5l g 5 Se Jase 53 |2 (gl BLAKE-256 5 SalSa20 4, 55!

RGO RV W waS;\bJoub)‘}.aij

s e 0L LOT Slaseia of job 4 1) Cand 590 ol job saolKims — £ o ke J g

Row(ID) Brand Model Memory' Os Announce
1 Nokia N73 64MB Symbian 0S 9.1, S60 3rd 2006
edition

2 Sony €905 160MB Java MIDP 2.0 2008
Ericsson

3 Sony K800 64MB Java MIDP 2.0 2006
Ericsson

4 Nokia 6670 8MB Symbian OS v7.0s, Series 60 2004

v2.0
5 Nokia 6710N 50MB Symbian 0S 9.3, S60 rel. 3.2 2009
6 HTC Touch 128MB Microsoft Windows Mobile 2007
cruise 6.0 Professional

1 - Internal memory-RAM
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Y-0

7 Sony W350 14MB Java MIDP 2.0 2008
Ericsson

8 Sony w810 20MB Java MIDP 2.0 2006
Ericsson

9 Nokia 2710N 64MB Java MIDP 2.1 2009

10 Sony Vivaz 75MB Symbian Series 60, 5th 2010
Ericsson edition

11 Sony 7610i 16MB Java MIDP 2.0 2006
Ericsson

12 Samsung 8910 150MB Java MIDP 2.0 2009

13 Sony Aino 55MB Java MIDP 2.0 2009
Ericsson

14 Nokia N70 22MB Symbian OS 8.1a, Series 60 2005

Ul
15 Nokia N76 96MB Symbian 0S 9.2, S60 rel. 3.1 2007

e',a.h dLhaKL.n.: 6}),353]5320 r?.u_,f.“ s 3l JJ\:- @L‘S— 0 deJLa.:a J}-\?

Headset ID 64B 128B 196B 256B 3208 384B Average
1 142.6 187.6 239.2 277 318 373.6 219.8571
2 207.8 230.5 423.8 554.8 668.6 802.6 412.8714
3 144 2214 353.2 483.8 812 852.6 410
4 362.2 429.8 594.4 715.6 887.8 1309.2 614.7143
5 67.2 92.2 119.2 149.4 177 214.4 117.7714
6 88.2 136 179.4 242.2 280 299.2 175.8571
7 274.2 954 972 1069.2 | 1146.4 1195.4 802.6
8 324.8 935 1025.4 1135 1290.2 1326 863.4857
9 445 553.8 655.6 759 850.4 948 602.9714
10 70.2 91 113.6 138.6 163.2 200.8 112.4857
11 145.6 239 375.4 619.8 728.8 756.4 410.8571
12 16.4 64.4 81.2 97.2 114.8 129.8 73.68571
13 157.6 182.6 293.6 358.4 433 528.6 280.9714
14 193.6 237 325.8 343.8 440.8 481.2 290.8857
15 86.4 114.2 134.4 177.6 207.6 236.6 138.8286

a|}q.h ‘_;Lhe&da S92 BLAKE-256 ﬂ)}iﬂ S J" Jnﬁl’ @L’I}— hY 65)‘-@..5 d}v\?




Headset ID 64B 1288 196B 2568 3208 3848 Average
1 764.6 1198 3279.8 | 3895.8 | 4371 4754.2 3043.9
2 901.4 1273 2094.2 2507 | 2855.2 | 3244.2 2145.833
3 1524.8 | 1817.4 | 2165.2 | 2431.6 | 2766.4 | 3076.2 2296.933
4 1339.8 | 2136.4 4616 5319.2 | 5956.4 | 6522.6 4315.067
5 272.6 276.4 357.2 444.2 523.6 612.8 414.4667
6 437.6 606.2 777.4 970 1105.4 | 1280.4 862.8333
7 2126.8 | 2646.6 | 3134.4 3631 | 4069.2 | 46274 3372.567
8 2376 2985.2 | 3577.2 4281 4965 5665.4 3974.967
9 1022.2 | 1507.6 | 1989.6 | 2474.2 | 2964.4 | 3449.2 2234.533
10 174.6 236 307.6 380 448.2 531.2 346.2667
11 1352 1635.8 1976 2301 | 2669.6 | 2994.6 2154.833
12 237.4 342 447.2 554.8 660.4 767.6 501.5667
13 844.6 | 1325.8 | 1758.8 | 2211.6 | 2595 2930.6 1944.4
14 1000.2 | 1421.8 | 1696.4 2163 2535 3002.4 1969.8
15 495 732.2 969.6 1491.6 | 4390.8 4834 2152.2
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A Defense Protocol for Securing Short Messages in Military

Operation Regions

Shahryar Mohammadi and Farzad Tavakkoli

ABSTRACT

Tone of the major security problems in exchanging messages in military operation regions is
how to access and decrypt the message by the intended receiver, as well as to prevent the illegal
access by those waiting in the communication channel. Primarily, the usual methods for decrypting
military messages are notimmune from the probable efforts made by the enemy trying the catch the
message. By simple definition, the concept of geo-encryption is a method of cryptography in which
the encrypted text can be encrypted in a specific place. These algorithms are not substitutes for the
traditional methods of cryptography. Instead, they create an additional security layer more that what
the traditional cryptographies. This article proposes a new cryptography protocol based on a spatial
situation which enables users to exchange the encrypted information in a completely secure
manner, in proportion to the operation regions. Although the cryptographic model has been
explained to focus on short message, the proposed model can be generalized for encrypting any kind
of datalike sound, image and etc.... One of the challenges facing high-technology industries especially
in military industries is to secure the use of military devices and ammunitions in a specified region
like that of a country. In this proposed model, the key authorizing the initiation of a military system or
that for decrypting confidential messages like defense or military directives can be integrated with
the spatial position extracted from the GPS system, hence adding an additional security layer to the
security levels expected for the system. Generally, the features of this proposed model can be argued
at three levels: 1) using crypto algorithms and merging resulted by the project eSTREAM _Profile
(software); 2) not using asymmetric crypto algorithm due to strong footprint and the need to key
management; 3) using Diffe-Hellman'’s optimized algorithm in order to generate key exchange using
ashortpassword.

KeyWords: cryptography; short message; spatial position; stream cipher;
Hashing Function; Location Based Services



The Geopolitical Dimensions of the Cyberspace in the Age of

Information Technology

Zahra AhmadiPur, Reza Joneydi, AbdolVah’hab Khoja Lee and Esmaeil Parsaei

ABSTRACT

In its process of development in line with the information revolution, especially
the advent of Internet, geopolitics faced with a new area which is referred to as the
geopolitics of cyberspace. With the arrival of cyberspace due to the coming of
internet as a new area of human activity where actors acquire the ability to act and
react as to each other, part of the geopolitical studies has entered the same area.
Considering this very important development, the present article seeks to analyze
the geopolitical dimensions of cyberspace and the geopolitical developments that
come as a result of the information technology.

The present article argues that the most important dimensions of cyberspace
and the geopolitical developments arising from the information technology include:
a change in the contested space in geopolitics, convergence and cooperation, a
change in the nature of power in geopolitics, the increasing digital gap, the
managerial aspect and the controlled cyberspace, the developed relationship
between the government and the citizens, national and subOnational identity, cyber

terrorism, cyber soft war and cyber war.

KeyWords: the geopolitics of cyberspace; power; cyberspace; information
revolution; information technology.
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The Place of Information Reliability in the Horizon of the L.R.L.
Defense Policy; a Research Framework for Studying Defense in

Depth Strategy to Counter the Computer Threats
Abbas HadaviNia, Rahim Mohtaram Ghalatee

ABSTRACT

In the recent years, the change in cyber attacks has transformed into a
security-defense challenge throughout the world. Under the circumstances where
the military wars have been replaced by soft and cyber wars, the defense systems
of countries have no alternative but to pay more attention to strategies of
protecting against such attacks. The defense-in-depth, which is addressed in this
research, is one of the strategies of defending against such attacks. Considering the
fact that no example of paying heed to this strategy has been observed in studying
the research record, the present research has aimed at presenting a theoretical
framework for giving direction to future researches. Therefore, information
reliability has been theoretically explored as a fundamental concept of defense-in-
depth strategy in the area of cyber security, which resulted in the representation of
three components- people, technology, and operations- as the constituents of
information reliability that play a major role in defense-in-depth strategy. It ends by
coming up with a framework for considering the strategy intended in the country’s
defense policy, which has covered the above-mentioned components along with
the elements suggested to have formed them. Considering the theoretical nature of
this research, the method of carrying it out has been the documentary literature
analysis as evidenced by the documents published in defense organizations, which
has culminated in a framework proposed through results orientation on the part of

the researchers.

KeyWords: information reliability; defense-in-depth strategy; computer
security; cyber attacks.



I A Framework for Conceptualizing Information Warfare

AliReza Farsh’chee, Ehsan Mer'atee

ABSTRACT

The increasing capabilities of information technology have caused the defense
area as an important and sensitive domain, to be constantly seeking to develop and
employ up-to-date capabilities of information technology. This has caused the
concerned agents in defense area to sometimes invent the most up-to-date
information technologies. On the one hand, scholars have started to conceptualize
the uses of related applications in the area of defense in order to pave the way for
developing the information technology applications. It follows that the advent of
information technology in defense area has led to the formation of concepts like
cyber warfare, net-centric warfare, and electronic warfare. According to the related
literature, most of the terminology lies in the area of electronic warfare. However,
from a theoretical point of view, the way the relationship between different
concepts has been established, and how information warfare has covered them, has
not been explained well. So, the present research has set about conceptualizing
information warfare by studying and analyzing the existing models and concepts in
information warfare, and making a comparative study of them. This framework has
covered the entire concepts and terminology in the area of information warfare,
explaining and analyzing the fundamental dimensions of information warfare. This
framework can be used as a basis for criticizing the researches made in the area of
information warfare. Furthermore, it has the capability of mitigating the disorder in
the area of information warfare, where the resulted order can lead to the formation
of a structural way of thinking in the area of information warfare, and to the

furthering of this way of thinking in different fundamental dimensions.

KeyWords: information technology; information warfare; knowledge-based
warfare; strategic information warfare; netOcentric warfare
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Organizational Architecture Setting the Ground for Establishing
and Developing Information Architecture in .LR.I Administrative

and Defense Organizations
AliReza Naderi Khorshidi, Hadi Faghih AliAbadi, Ramezan MirAbbasi

ABSTRACT

The experiences gained in developed countries in information architecture in
organizations indicate that information architecture requires infrastructures and
backgrounds that, if not met prior to being built, will prevent organizations from achieving
the expected utilities as well as the objectives sought in developing information
technology. Despite the remarkable benefits that information architecture may
encompass in administrative and defense systems, the efforts and energy put to this area
in our country came across many challenges in the stages of designing and implementing,
which couldn’t lead to desirable and expected results.

This article has examined real examples of implementing information architecture in
government organizations in our country compared with international successful examples
introduced as a basic model. Then, using grounded theory and content analysis, it has sought to
clarify the main reasons why the mentioned activities in the administrative organizations in our
country have been unsuccessful. Finally, having studied international successful models and
analyzed them, and further due to natural circumstances in the country, the article has concluded
that - in accordance with the changes and needs of the environment surrounding the
organizations in the country, as well as the traditional structures and the process in which work is
done inside them- they must establish organizational architecture activities as an infrastructure
for developing information architecture in order to make the mission and architectural
engineering of systems and its processes transparent. Otherwise, it will not be effective- as
expected- to do any information architecture by establishing electronic government.

KeyWords: information architecture; organizational architecture; integrating factors;
behavioral factors.



Building a Methodology for Developing Architecture

Frameworks for Defense Organizations

Ehsan Mer’atee

ABSTRACT

It is often the case that the defense area is a starting point where new
managerial and engineering methods are invented due to the fact that it has
acquired a peculiar importance and sensitivity. The issue of organizational
architecture is one like such cases taking its origin from the U.S. defense
organizations. Although defense organizations are the best examples of those that
implement enterprise architecture frameworks, these organizations have in no way
published any information on how to develop specific architecture frameworks for
defense organizations. So, this article sets out to build a methodology for
developing architecture frameworks for defense organizations. In so doing, it
analyses different versions of the architecture frameworks designed for the United
States Department of Defense, and presents a methodology for developing
architecture frameworks for defense organizations by using grounded theory
research method. Drawing on such method, one can bring in advantages like
decreased time in developing frameworks, risk mitigation, cost reduction, and
better management of developing architecture frameworks for defense

organizations.

KeyWords: organizational architecture; architecture framework; the
architecture framework designed for the United States Department of Defense.
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Cloud Computing; a Modern Approach in the Architecture of

Information Space

Amin Hakim, Shahryar Mohammadi

ABSTRACT

Cloud computing is the ability to provide information technology resources
and capacities via internet. It is a new approach in architecture relying on the fact
that internet-based resources can be employed fast with less cost and more variety.
In fact, it can be argued that cloud computing is an information space architecture
model that enables an appropriate and demand-based network to access a mass of
common computing resources- like networks, servers, information database,
applied programs and services) with much less cost, and high-level development
capability and innovation as well as without any spatial and time limitation, and
provides capacities that have transformed cloud computing into a strategic
approach. From such perspective, information exchange and security face growth
opportunities on the one hand, and new challenges on the other. As a result, and
with regard to how it important the issue is, as well as the features of this kind of
architecture (the use of clouds, different centers and networks, as well as the
combination of differing services and the balance between the range, speed and
security of information access), the present article considers this kind of addressing
this modern kind of architecture as the central axis around which its discussions

revolve.

KeyWords: cloud computing; cyberspace, information technology;
information architecture; information organizations.
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