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1- assurance
2- Intrusion Detection System
3- Authentication
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1- Access Control

2- Steganography

3- Cryptography

4- Information Flew Control
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2- Homeland Security Council (HSC)
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2- The Computer Network Vulnerohility Team
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1- Computer Emergency Response Team




Sl 358 g0 plonil db gy e SOLle a5 feate Sojses 4 S Sl
3 sorat Gyl Sl el col 4 by e slpdel
S e sgb 4 A2l g el BB 528 S ol s 53 b e e e
(Sl sl b Ly Olypele 5 LapslS 35000 ol & s (30
R3S 533550 Sl N U5 538 Gl B2 S by eaS sl

3 gad e3lizul 0 s> S asul b

S5 don
PLHL WG s Sl glacale ;o by e glaarle 4 00 SS3 5

Aol o S8 e il b ks e sl g

o OF Glodbl Sl glacstla s 5l cbli> o das e Ol dlie oyl
<LKk Sl pal bl oKT 5 o oMbl ol (5o s Cblas
ol glad s 1 ol JaSTy o5l al  gmwe 2io 3L Sl L
S _';iJ\_"JJuZA J.,aUIA_g il aal Lv J_,J::uU Ubﬁ-i_)l-: S92 4 LLJJ-A.: SleSbl
=Sty sl sl mal 3l eslazal ;{.;-l@.a 333 asil O el Jfg_a

&%@19@jh.:ﬁ¢£UJ§tﬂyJJ§iawm
;!}o Lg)'u.ﬂnl_} K] u.?-bb c.,Ltha uLJJs! b L,:bhu— L.g......_u (qu JJL.U‘-)J
5 ales Sl g ».:.Jlj‘a:v'- PO el _U.L:a'.a 4 t_".JbbL&u J._.l:v_'i
505 Mg $581e s el o508 Sl STy e KK
..Lh.\&l_',ﬁlﬁL@,aC...ﬁlﬂ_,rq-Le:éaJa Ly pdlde 35

s A by Sl Gl G el 4 e 1
Eb sl patis G 4 b WS el Sl paghe 03 1 L

VWA Ul « OE o ladhs 3l Jls (el sl aslilas

\YF




Sledbl la sl y) | wblas

Wy

Llad o) p kb catlo ) Gl @, ol 4 s Gy Sl (slaliad
op B slalas WS 055 Can b Gub 3l 05 AST Sl slaisu
T a4 odd el i 5l slasban 5 bgastls il 55a8

English References

L.

-

lad

John Moteff and Paul Parfomark, “Critical Infrastructure and Key
Assests: Definition and Identification”, Science, and Industry
Division, (2004), P. 2.

U.S. Office of Homeland Security, “The National Strategy for
Homeland Security”, July 16, 2002, P. 30.
http://www.mio.gov.uk/output/page134.html

M. Dunu and I. Wigert, Swiss, “International CIIP Handbook”,
Federal Institute of Technology Zurich, (2004)

Dorothy E. Denning, Peter J. Denning”, Data Security”, ACM
Computing Surveys (CSUR), Vol. 11, No. 3 (September 1979),
PP. 227-249.

Debra S. Herman, “A Practical Guide to Security Engineering
and Information Assurance”, CRC Press, (2008)

James P. Anderson, “Computer Security Technology Planning
Study”, (http://Seclab.cs.ucdavis.edu/projects/history/paper/)
Cynthia E. Irvinc, Timothy E. Levin, “Data Integrity Limitations
in Hybrid Security Architecture”
(http://cisr.nps.navy.mil/downloods/dataintegrityhybrid.pdf).

C. E. Shamon, “Communication Theory of Secrecy Systems”,
Bell System Technical, Vol. 28, No. 4, pp. 656-715.




16.

17.

18.

19.

20.

21.

. Bob Blakley, Ellen McDemott, Dan Geer, “Information Security

is Information risk management”, Workshop on New Security
Paradigms, (September 2001), PP. 97-104.

. K. Hone, J. H. P. Eloff, “Information Security Policy: What do

International Security Standard Say?”, Computer and Security,
Vol. 21, No. 5, PP. 402-409.

. http://www.dhs.gov.dhspublic/themc_homel.jsp

. National Strategy for homeland Security, Office of homeland

Security, July 2002, P. 41.

. The White House, “National Plan for Information Systems

Protection, Version 10, 2003, PP. 13-14.

. The White House, “The National Strategy to Secure Cyber

Space, 2003, PP. 9-13.

Mikhail Sonsonkin, “Operationally Critical threat, Asset and
Vulnerability Evaluation”, Polytechic University, 2005.

M. Dunn and I. Wigert, Swiss, International Handbook 2004,
Federal Institute of Technology Zurich, 2004, Part Austraian.
Austratian Government Information Technology Security
Manual, Defence Signals Directorate, 2004, PP. 1-4,

“Critical Infrastructure Emergency Risk Management and

Assurance”, Handbook, Emergency Management Australia, 2™ -

Edition, Nov. 2003.

Protecting our Information Systems, Central Sponser for
Information Assurance, 2004,

http://www.cisco.com.sg/service/index.html

VWAD L « DE opladh (a3l Jlw 1568 b dolilod

YA




